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Message Text 


CONFIDENTIAL 
PAGE 01 STATE 077136 
61 

ORIGIN OC-06 

INFO OCT-01 AF-10 EA-11 IO-12 ADP-00 SCI-06 HEW-08 NSF-04 
AID-20 OIC-04 CIAE-00 DODE-OO PM-09 H-02 INR-10 L-03 
NSAE-00 NSC-10 PA-03 PRS-01 SS-15 USIA-12 ARA-11 
EUR-25 NEA-10 CCO-OO PCH-02 /195 R 
66632 

DRAFTED BY: OC / S: AALAATSCH: RR 
4/24/73 EXT 23026 

APPROVED BY: OC/ S: GAGETMAN, JR 
CLEARANCES: A/ OC- AF: RLOCHMILLER 
10/ UNP: CWSCHALLER( DRAFT 
DESIRED DISTRIBUTION: SAME AS SEOUL 2508 

022286 

R 242208 Z APR 73 
FM SECSTATE WASHDC 
TO AMEMBASSY ABIDJAN 
AMEMBASSY DAKAR 
AMEMBASSY FORT LAMY 
USMISSION GENEVA 
AMEMBASSY LIBREVILLE 
AMEMBASSY LOME 
AMEMBASSY SEOUL 
AMEMBASSY YAOUNDE 
USMISSION USUN NY 
AMEMBASSY BATHURST BY POUCH 

CONFIDENTIAL STATE 077136 

E. O 11652: GDS 

TAGS: ACOM 

SUB J : COMSEC VIOLATION 

REF: SEOUL 2508 

DUE TO AN ENCRYPTION ERROR AT ANOTHER POST SEOUL 2508 SUBJECT 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 077136 
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TO CRYPTANALYTICAL COMPROMISE. ERROR INVOLVED USE OF DECIPHER 
ONE- TIME KEYING MATERIAL TO ENCIPHER. CORRESPONDING SEGMENTS 
HAD PREVIOUSLY BEEN USED. 

ROGERS 

NOTE BY OC/ T: POUCHED BATHURST. 


CONFIDENTIAL 

NMAFVVZCZ 


*** Current Handling Restrictions *** n/a 
*** Current Classification *** CONFIDENTIAL 
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Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 JAN 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 
Concepts: 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 24 APR 1973 
Decaption Date: 01 JAN 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: thigpegh 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1973STATE077136 

Document Source: CORE 

Document Unique ID: 00 

Drafter: OC/ S: AALAATSCH: RR 

Enclosure: n/a 

Executive Order: GS 

Errors: n/a 

Film Number: n/a 

From: SECSTATE WASHDC 

Handling Restrictions: n/a 

Image Path: 

ISecure: 1 

Legacy Key: Iink1973/newtext/t19730450/aaaaivnj.tel 

Line Count: 69 
Locator: TEXT ON-LINE 
Office: ORIGIN OC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: 

Previous Classification: CONFIDENTIAL 

Previous Handling Restrictions: n/a 

Reference: 73 SEOUL 2508 

Review Action: RELEASED, APPROVED 

Review Authority: thigpegh 

Review Comment: n/a 

Review Content Flags: 

Review Date: 27 SEP 2001 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <27-Sep-2001 by rowellE0>; APPROVED <14-Nov-2001 by thigpegh> 

Review Markings: 

Declassified/Released 
US Department of State 
EO Systematic Review 
30 JUN 2005 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 

Status: <DBA CORRECTED> srp 980129 

Subject: COMSEC VIOLATION 

TAGS: ACOM, n/a 

To: ABIDJAN 

BATHURST 

DAKAR 

FORT LAMY 

GENEVA 

LIBREVILLE 

LOME 
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SEOUL 

USUN NEW YORK 
YAOUNDE 
Type: TE 

Markings: Declassified/Released US Department of State EO Systematic Review 30 JUN 2005 
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